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Foreword

GM/T 0001 " ZUC Stream Cipher Algorithm" consists of three parts:

 Part 1: Algorithm Description;

 Part 2: Confidentiality Algorithm;

 Part 3: Integrity Algorithm.

This part is Part 1 of GM/T 0001.
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Introduction

The objective of this part is to ensure the correct usage of the ZUC Stream Cipher Algorithm, providing
guidance for enterprises in the proper development and usage of equipment related to the ZUC Algorithm.
This part adopts the following international standards with editorial modifications:
 ETSI/SAGE TS 35.221. Specification of the 3GPP Confidentiality and Integrity Algorithms 128-EEA3 &

128-EIA3. Document 1: 128-EEA3 and 128-EIA3 Specification.
 ETSI/SAGE TS 35.222. Specification of the 3GPP Confidentiality and Integrity Algorithms 128-EEA3 &

128-EIA3. Document 2: ZUC Specification.
 ETSI/SAGE TS 35.223. Specification of the 3GPP Confidentiality and Integrity Algorithms 128-EEA3 &

128-EIA3. Document 3: Implementor's Test Data.
 ETSI/SAGE TR 35.924. Specification of the 3GPP Confidentiality and Integrity Algorithms 128-EEA3 &

128-EIA3. Document 4: Design and Evaluation Report.
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1 Scope

This part of GM/T 0001 outlines the general structure of the ZUC Stream Cipher Algorithm. Based on this
structure, the cryptographic mechanisms specified in other parts of this standard can be implemented. This part
is applicable to the development, testing, and use of products related to the ZUC Stream Cipher Algorithm and
can be applied to commercial applications that do not involve state secrets.

2 Normative References

The following documents are essential for the application of this document. For dated references, only the
dated version applies. For undated references, the latest version (including all amendments) applies.
- GB/T 25069-2010 Information Security Technology Terminology

3 Terms and Definitions

The terms and definitions defined in GB/T 25069-2010 and the followings apply to this document.

3.1 Bit

A binary digit used in the binary number system, represented as 0 or 1.

3.2 Byte

A string of bits, regarded as a unit, typically representing a character or part of a character.
Note 1: For a given data processing system, the number of bits in a byte is fixed.
Note 2: A byte typically consists of 8 bits.

3.3Word

A string of bits consisting of two or more bits.
This part mainly uses 31-bit words and 32-bit words.

3.4Word Representation

By default, words in this part are represented in the decimal representation. When words are represented in
other bases, an indicator is always added before or after the word representation. For example, the prefix "0x"
indicates that the word is in the hexadecimal representation, and the subscript "2" indicates that the word is in
the binary representation.
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3.5 Bit Ordering

This part specifies that the most significant bit (MSB) of a word is always on its leftmost side, and the least
significant bit (LSB) is always on its rightmost side.

4 Symbols and Abbreviations

4.1 Operators

The following operators are applicable to this document:
+ Arithmetic addition
ab The product of integers a and b
= Assignment operator
mod Integer modulo operation
⊕ Bitwise XOR operation
|| String concatenation operator
∙H Extract the most significant 16 bits of a word
∙L Extract the least significant 16 bits of a word
⋘ k Circular left shift of a 32-bit word by k bits

≫k Right shift of a 32-bit word by k bits

ab Element-wisely assign vector a to vector b

4.2 Symbols

The following symbols are applicable to this document:
s0,s1,s2,…,s15 The sixteen 31-bit cells of the linear feedback shift register (LFSR)
X0,X1,X2,X3 The four 32-bit words output from bit reorganization (BR)
R1,R2 The two 32-bit memory unit variables of the nonlinear function F
W The 32-bit word output from the nonlinear function F
W1 The 32-bit word output from the modulo 232 addition of R1 and X1
W2 The 32-bit word output from the bitwise XOR of R2 and X2
Z The 32-bit key word output at each clock of the algorithm
k Initial seed key
iv Initial vector
di A 15-bit string constant, i = 0, 1, 2, …, 15
F Nonlinear function
L Output key word length

4.3 Abbreviations

The following abbreviations are applicable to this document:
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LFSR Linear Feedback Shift Register
BR Bit Reorganization

5 Algorithm Flow

5.1 Algorithm Structure

The ZUC Algorithm consists of a Linear Feedback Shift Register (LFSR), Bit Reorganization (BR) and
Nonlinear Function F, as shown in Figure 1.

Figure 1. General structure of ZUC

5.2 Linear Feedback Shift Register (LFSR)

5.2.1 Overview

The LFSR consists of sixteen 31-bit cells s0,s1,s2,…,s15.
The LFSR operates in two modes: initialization mode and working mode.
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5.2.2 Initialization Mode

In the initialization mode, the LFSR receives a 31-bit input word u and updates the register cells s0,s1,s2,…,s15.
The computation process is as follows:
LFSRWithInitialisationMode(u)
{

(1) v=215s15+217s13+221s10+220s4+(1+28)s0 mod (231-1);

(2) s16=(v+u) mod (231-1);

(3) If s16=0, then set s16=231-1;

(4) (s1,s2, …,s15,s16)→(s0,s1, …,s14,s15).

}

The implementation of modulo 231-1 multiplication and modulo 231-1 addition is provided in Appendix B.

5.2.3 Working Mode

In the working mode, the LFSR does not receive any input, and works as follows:
LFSRWithWorkMode()
{

(1) s16=215s15+217s13+221s10+220s4+(1+28)s0 mod (231-1);

(2) If s16=0, then set s16=231-1;

(3) (s1,s2, …,s15,s16)→(s0,s1, …,s14,s15).

}

5.3 Bit Reorganization (BR)

The input consists of the LFSR register cells s0, s2, s5, s7, s9, s11, s14, s15, and the output consists of four 32-bit
words X0, X1, X2, X3. The computation process is as follows:
BitReorganization()

{

(1) X0=s15H || s14L;

(2) X1=s11L || s9H;

(3) X2=s7L || s5H;

(4) X3=s2L ||s0H.

}

5.4 Nonlinear Function F

The nonlinear function F contains two 32-bit memory unit variables R1 and R2.
The input to F consists of three 32-bit words X0, X1, X2, and the output is a 32-bit word W. The computation
process is as follows:
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F(X0, X1, X2)

{

(1) W = (X0⊕R1) ⊞ R2;

(2)W1= R1⊞ X1;

(3)W2= R2⊕X2;

(4) R1= S(L1(W1L||W2H));

(5) R2= S(L2(W2L||W1H)).

}
Here, S is the 32-bit S-box transformation, as defined in Appendix A; L1 and L2 are 32-bit linear
transformations, defined as follows:

L1(X)=X⊕(X ⋘ 2)⊕(X ⋘ 10)⊕(X ⋘ 18)⊕(X ⋘ 24),

L2(X)=X⊕(X ⋘ 8)⊕(X ⋘ 14)⊕(X ⋘ 22)⊕(X ⋘ 30).

5.5 Key Loading

The initial key k and the initial vector iv are individually expanded into sixteen 31-bit words to initialize the
LFSR register unit variables (s0,s1,s2,…,s15). The steps are as follows:
a) Let k and iv be

k0 || k1 || k2 || … || k15

and

iv0 || iv1 || iv2 || … || iv15,
where ki and ivi, 0≤i≤15, are all bytes.

b) For 0≤i≤15, let si= ki || di || ivi ,where di is a 16-bit constant string defined as follows:

d0 = 1000100110101112,

d1 = 0100110101111002,

d2 = 1100010011010112,

d3 = 0010011010111102,

d4 = 1010111100010012,

d5 = 0110101111000102,

d6 = 1110001001101012,

d7 = 0001001101011112,

d8= 1001101011110002,

d9 = 0101111000100112,

d10 = 1101011110001002,

d11 = 0011010111100012,

d12 = 1011110001001102,
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d13 = 0111100010011012,

d14 = 1111000100110102,

d15 = 1000111101011002.

5.6 Algorithm Operation

5.6.1 General

The input parameters for the ZUC Algorithm are the initial key k, initial vector iv, and a positive integer L. The
output parameter is L key words Z. The algorithm operation includes the initialization stage and the working
stage.

5.6.2 Initialization Steps

a) Load the initial key k and initial vector iv into the LFSR register unit variables (s0,s1,s2,…,s15) according to
Section 5.5, to form the initial state of the LFSR.
b) Set the 32-bit memory unit variables R1 and R2 to 0.
c) Repeat the following process 32 times:

1) Bitreorganization ();
2)W = F(X0, X1, X2);
3) Output the 32-bit word W;

4) LFSRWithInitialisationMode(W≫1).

5.6.3 Working Steps

a) Execute the following process:
1) Bitreorganization ();
2) F(X0, X1, X2);
3) LFSRWithWorkMode().

b) Repeat the following process L times:
1) Bitreorganization ();
2) Z = F(X0, X1, X2)⊕X3;
3) Output the 32-bit key word Z;
4) LFSRWithWorkMode().

For an example of the algorithm computation, refer to Appendix C.
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Appendix A
(Normative Appendix)

S-Box

The 32-bit S-Box S is composed of four smaller 8x8 S-Boxes arranged in parallel, i.e., S=(S0,S1,S2,S3),
where S0=S2, S1=S3, and S0, S1 are defined in Table A.1 and Table A.2 respectively. Let the 8-bit input to S0
(or S1) be x. Treat x as a concatenation of two hexadecimal numbers, i.e. x = h || l. The element of the h-th
row and the l-th column in Table A.1 (or Table A.2) is the output of S0 (or S1) denoted as S0(x) (or S1(x)).

Let the 32-bit input to the S-Box S be X and the 32-bit output be Y. They can be represented as:

X = x0 || x1 || x2 || x3

Y = y0 || y1 || y2 || y3

where xi and yi are 8-bit bytes for i = 0,1,2,3. Then, yi=Si(xi), i = 0,1,2,3.

Table A.1 S-box S0
0 1 2 3 4 5 6 7 8 9 A B C D E F

0 3E 72 5B 47 CA E0 00 33 04 D1 54 98 09 B9 6D CB
1 7B 1B F9 32 AF 9D 6A A5 B8 2D FC 1D 08 53 03 90
2 4D 4E 84 99 E4 CE D9 91 DD B6 85 48 8B 29 6E AC
3 CD C1 F8 1E 73 43 69 C6 B5 BD FD 39 63 20 D4 38
4 76 7D B2 A7 CF ED 57 C5 F3 2C BB 14 21 06 55 9B
5 E3 EF 5E 31 4F 7F 5A A4 0D 82 51 49 5F BA 58 1C
6 4A 16 D5 17 A8 92 24 1F 8C FF D8 AE 2E 01 D3 AD
7 3B 4B DA 46 EB C9 DE 9A 8F 87 D7 3A 80 6F 2F C8
8 B1 B4 37 F7 0A 22 13 28 7C CC 3C 89 C7 C3 96 56
9 07 BF 7E F0 0B 2B 97 52 35 41 79 61 A6 4C 10 FE
A BC 26 95 88 8A B0 A3 FB C0 18 94 F2 E1 E5 E9 5D
B D0 DC 11 66 64 5C EC 59 42 75 12 F5 74 9C AA 23
C 0E 86 AB BE 2A 02 E7 67 E6 44 A2 6C C2 93 9F F1
D F6 FA 36 D2 50 68 9E 62 71 15 3D D6 40 C4 E2 0F
E 8E 83 77 6B 25 05 3F 0C 30 EA 70 B7 A1 E8 A9 65
F 8D 27 1A DB 81 B3 A0 F4 45 7A 19 DF EE 78 34 60

Table A.2 S-box S1
0 1 2 3 4 5 6 7 8 9 A B C D E F

0 55 C2 63 71 3B C8 47 86 9F 3C DA 5B 29 AA FD 77

1 8C C5 94 0C A6 1A 13 00 E3 A8 16 72 40 F9 F8 42

2 44 26 68 96 81 D9 45 3E 10 76 C6 A7 8B 39 43 E1

3 3A B5 56 2A C0 6D B3 05 22 66 BF DC 0B FA 62 48

4 DD 20 11 06 36 C9 C1 CF F6 27 52 BB 69 F5 D4 87
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5 7F 84 4C D2 9C 57 A4 BC 4F 9A DF FE D6 8D 7A EB

6 2B 53 D8 5C A1 14 17 FB 23 D5 7D 30 67 73 08 09

7 EE B7 70 3F 61 B2 19 8E 4E E5 4B 93 8F 5D DB A9

8 AD F1 AE 2E CB 0D FC F4 2D 46 6E 1D 97 E8 D1 E9

9 4D 37 A5 75 5E 83 9E AB 82 9D B9 1C E0 CD 49 89

A 01 B6 BD 58 24 A2 5F 38 78 99 15 90 50 B8 95 E4

B D0 91 C7 CE ED 0F B4 6F A0 CC F0 02 4A 79 C3 DE

C A3 EF EA 51 E6 6B 18 EC 1B 2C 80 F7 74 E7 FF 21

D 5A 6A 54 1E 41 31 92 35 C4 33 07 0A BA 7E 0E 34

E 88 B1 98 7C F3 3D 60 6C 7B CA D3 1F 32 65 04 28

F 64 BE 85 9B 2F 59 8A D7 B0 25 AC AF 12 03 E2 F2

Note: The data for both S0 S-box and S1 S-box are represented in hexadecimal
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Appendix B
(Informative Appendix)

Implementation of Mod 231 Multiplication and Mod 231 - 1
Addition

B.1 Mod 231 - 1 Multiplication

Multiplication modulo 231 - 1 for two 31-bit words can be efficiently implemented. Specifically, when one of
the words has a low Hamming weight, it can be accomplished using 31-bit cyclic shifts and modulo 231 - 1
addition. For example, to compute ab mod (231 - 1), where b = 2i + 2j+ 2k, the result can be computed as:
ab mod (231 - 1) = (a ⋘31 i) + (a ⋘31 j) + (a ⋘31 k) mod (231 - 1), ……(B.1)
where ⋘31 denotes a 31-bit left cyclic shift operation.

B.2 Mod 231 - 1 Addition

On a 32-bit processing platform, the addition modulo 231 - 1 for two 31-bit words a and b resulting in c = a + b
mod (231 - 1) can be performed using the following two steps:
a) c = a + b;

b) c = (c & 0x7FFFFFFF) + (c≫31).
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Appendix C
(Informative Appendix)

Algorithm Calculation Example

C.1 Test Vector 1 (All Zeros)

Input:
Key k: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Initial Vector iv: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Output:
z1: 27bede74
z2: 018082da

Initialization:
Initial State of Linear Feedback Shift Register (LFSR):

i S0+i S1+i S2+i S3+i S4+i S5+i S6+i S7+i

0 0044d700 0026bc00 00626b00 00135e00 00578900 0035e200 00713500 0009af00

8 004d7800 002f1300 006bc400 001af100 005e2600 003c4d00 00789a00 0047ac00

t X0 X1 X2 X3 R1 R2 W S15

0 008f9a00 f100005e af00006b 6b000089 67822141 62a3a55f 008f9a00 4563cb1b

1 8ac7ac00 260000d7 780000e2 5e00004d 474a2e7e 119e94bb 4fe932a0 28652a0f

2 50cacb1b 4d000035 13000013 890000c4 c29687a5 e9b6eb51 291f7a20 7464f744

3 e8c92a0f 9a0000bc c400009a e2000026 29c272f3 8cac7f5d 141698fb 3f5644ba

4 7eacf744 ac000078 f100005e 350000af 2c85a655 24259cb0 e41b0514 006a144c

5 00d444ba cb1b00f1 260000d7 af00006b cbfbc5c0 44c10b3a 50777f9f 07038b9b

6 0e07144c 2a0f008f 4d000035 780000e2 e083c8d3 7abf7679 0abddcc6 69b90e2b

7 d3728b9b f7448ac7 9a0000bc 13000013 147e14f4 b669e72d aeb0b9c1 62a913ea

8 c5520e2b 44ba50ca ac000078 c400009a 982834a0 f095d694 8796020c 7b591cc0

9 f6b213ea 144ce8c9 cb1b00f1 f100005e e14727d6 d0225869 5f2ffdde 70e21147

Post-Initialization LFSR State:

i S0+i S1+i S2+i S3+i S4+i S5+i S6+i S7+i

0 7ce15b8b 747ca0c4 6259dd0b 47a94c2b 3a89c82e 32b433fc 231ea13f 31711e42

8 4ccce955 3fb6071e 161d3512 7114b136 5154d452 78c69a74 4f26ba6b 3e1b8d6a

Internal State of the Finite State Machine:

R1 = 14cfd44c

R2 = 8c6de800
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Key Stream:

t X0 X1 X2 X3 R1 R2 z S15

0 7c37ba6b b1367f6c 1e426568 dd0bf9c2 3512bf50 a0920453 286dafe5 7f08e141

1 fe118d6a d4522c3a e955463d 4c2be8f9 c7ee7f13 0c0fa817 27bede74 3d383d04

2 7a70e141 9a74e229 071e62e2 c82ec4b3 dde63da7 b9dd6a41 018082da 13d6d780

C.2 Test Vector 2 (All Ones)

Input:
Key k: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
Initial Vector iv: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff

Output:
z1: 0657cfa0
z2: 7096398b

Initialization:
Initial State of Linear Feedback Shift Register (LFSR):
i S0+i S1+i S2+i S3+i S4+i S5+i S6+i S7+i

0 7fc4d7ff 7fa6bcff 7fe26bff 7f935eff 7fd789ff 7fb5e2ff 7ff135ff 7f89afff

8 7fcd78ff 7faf13ff 7febc4ff 7f9af1ff 7fde26ff 7fbc4dff 7ff89aff 7fc7acff

t X0 X1 X2 X3 R1 R2 W S15

0 ff8f9aff f1ffff5e afffff6b 6bffff89 b51c2110 30a3629a ff8f9aff 76e49a1a

1 edc9acff 26ffffd7 78ffffe2 5effff4d a75b6f4b 1a079628 8978f089 5e2d8983

2 bc5b9a1a 4dffff35 13ffff13 89ffffc4 9810b315 99296735 35088b79 5b9484b8

3 b7298983 9affffbc c4ffff9a e2ffff26 4c5bd8eb 2d577790 c862a1cb 2db5c755

4 5b6b84b8 acffff78 f1ffff5e 35ffffaf a13dcb66 21d0939f 4487d3e3 60579232

5 c0afc755 9a1afff1 26ffffd7 afffff6b cc5ce260 0c50a8e2 83629fd2 29d4e960

6 53a99232 8983ff8f 4dffff35 78ffffe2 dada0730 b516b128 ac461934 5e02d9e5

7 bc05e960 84b8edc9 9affffbc 13ffff13 2bbe53a4 12a8a16e 1bf69f78 7904dddc

8 f209d9e5 c755bc5b acffff78 c4ffff9a 4a90d661 d9c744b4 ec602baf 0c3c9016

9 1879dddc 9232b729 9a1afff1 f1ffff5e 76bc13d7 a49ea404 2cb05071 0b9d257b

Post-Initialization LFSR State:
i S0+i S1+i S2+i S3+i S4+i S5+i S6+i S7+i
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0 09a339ad 1291d190 25554227 36c09187 0697773b 443cf9cd 6a4cd899 49e34bd0

8 56130b14 20e8f24c 7a5b1dcc 0c3cc2d1 1cc082c8 7f5904a2 55b61ce8 1fe46106

Internal State of the Finite State Machine:
R1 = b8017bd5

R2 = 9ce2de5c

Key Stream:

t X0 X1 X2 X3 R1 R2 z S15

0 3fc81ce8 c2d141d1 4bd08879 42271346 aa131b11 09d7706c 668b56df 13f56dbf

1 27ea6106 82c8f4b6 0b14d499 91872523 251e7804 caac5d66 0657cfa0 0c0fe353

2 181f6dbf 04a21879 f24c93c6 773b4aaa d94e9228 91d88fba 7096398b 10f1eecf

C.3 Test Vector 3 (Random)

Input:
Key k: 3d 4c 4b e9 6a 82 fd ae b5 8f 64 1d b1 7b 45 5b
Initial Vector iv: 84 31 9a a8 de 69 15 ca 1f 6b da 6b fb d8 c7 66

Output:
z1: 14f1c272
z2: 3279c419

Initialization:
Initial State of Linear Feedback Shift Register (LFSR):
i S0+i S1+i S2+i S3+i S4+i S5+i S6+i S7+i

0 1ec4d784 2626bc31 25e26b9a 74935ea8 355789de 4135e269 7ef13515 5709afca

8 5acd781f 47af136b 326bc4da 0e9af16b 58de26fb 3dbc4dd8 22f89ac7 2dc7ac66

t X0 X1 X2 X3 R1 R2 W S15

0 5b8f9ac7 f16b8f5e afca826b 6b9a3d89 9c62829f 5df00831 5b8f9ac7 3c7b93c0

1 78f7ac66 26fb64d7 781ffde2 5ea84c4d 3d533f3a 80ff1faf 4285372a 41901ee9

2 832093c0 4dd81d35 136bae13 89de4bc4 2ca57e9d d1db72f9 3f72cca9 411efa99

3 823d1ee9 9ac7b1bc c4dab59a e269e926 0e8dc40f 60921a4f 8073d36d 24b3f49f

4 4967fa99 ac667b78 f16b8f5e 35156aaf 16c81467 da8e7d8a a87c58e5 74265785

5 e84cf49f 93c045f1 26fb64d7 afca826b 50c9eaa4 3c3b2dfd d9135e82 481c5b9d

6 90385785 1ee95b8f 4dd81d35 781ffde2 59857b80 be0fbdc1 fd2ceb1e 4b7f87ed
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7 96ff5b9d fa9978f7 9ac7b1bc 136bae13 9528f8ea bcc7f7eb 8d89ddde 0e633ce7

8 1cc687ed f49f8320 ac667b78 c4dab59a c59d2932 e1098a64 46b676f2 643ae5a6

9 c8753ce7 5785823d 93c045f1 f16b8f5e 755ebae8 3f9e6e86 eef1a039 625ac5d7

Post-Initialization LFSR State:
i S0+i S1+i S2+i S3+i S4+i S5+i S6+i S7+i

0 10da5941 5b6acbf6 17060ce1 35368174 5cf4385a 479943df 2753bab2 73775d6a

8 43930a37 77b4af31 15b2e89f 24ff6e20 740c40b9 026a5503 194b2a57 7a9a1cff

Internal State of the Finite State Machine:
R1 = 860a7dfa

R2 = bf0e0ffc

Key Stream:

t X0 X1 X2 X3 R1 R2 z S15

0 f5342a57 6e20ef69 5d6a8f32 0ce121b4 129d8b39 2d7cdce1 3ead461d 3d4aa9e7

1 7a951cff 40b92b65 0a374ea7 8174b6d5 ab7cf688 c1598aa6 14f1c272 71db1828

2 e3b6a9e7 550349fe af31e6ee 385a2e0c 3cec1a4a 9053cc0e 3279c419 258937da

Note: In the above calculation example of the ZUC algorithm, all data is represented in hexadecimal.
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